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Planning for Disaster

 Scenario development and impact analysis are 
used to categorize the level of threat of each 
potential disaster

 DRP must be tested regularly
 Key points in the DRP:

– Clear delegation of roles and responsibilities
– Execution of alert roster and notification of key 

personnel
– Clear establishment of priorities
– Documentation of the disaster
– Action steps to mitigate the impact 
– Alternative implementations for various systems 

components  



62

Crisis Management

 Crisis management is a set of focused steps taken during 
and after a disaster that deal primarily with people 
involved

 Crisis management team manages event: 

– Supporting personnel and their loved ones during crisis 

– Determining event's impact on normal business operations

– When necessary, making a disaster declaration

– Keeping public informed about event 

– Communicating with outside parties

 Two key tasks of crisis management team:

– Verifying personnel status

– Activating alert roster
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Sample Disaster Recovery Plan

 Name of agency

 Date of completion or update of the plan and test 
date

 Agency staff to be called in the event of a disaster 

 Emergency services to be called (if needed) in event 
of a disaster

 Locations of in-house emergency equipment and 
supplies

 Sources of off-site equipment and supplies

 Salvage Priority List

 Agency Disaster Recovery Procedures

 Follow-up Assessment
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Business Continuity Planning 
(BCP)

 Ensures critical business functions can continue 
in a disaster 

 Most properly managed by CEO of organization

 Activated and executed concurrently with the 
DRP when needed 

 Reestablishes critical functions at alternate site 
(DRP focuses on reestablishment at primary site)

 Relies on identification of critical business 
functions and the resources to support them
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Contingency Plan 
Implementation Timeline



4. Security Policy
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Why Policy?

 A quality information security program begins and ends 
with policy

 Policies are least expensive means of control and often 
the most difficult to implement

 Some basic rules must be followed when shaping a 
policy:

 Never conflict with law

 Stand up in court

 Properly supported and administered

 Contribute to the success of the organization

 Involve end users of information systems
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Policy

 To produce a complete information security 
policy, management must define three types of 
information security policy (NIST 800-14):

– Enterprise information security program policy (EISP)

– Issue-specific information security policies (ISSP)

– Systems-specific information security policies (SysSP)
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Enterprise Information Security 
Policy (EISP)

 Sets strategic direction, scope, and tone for 
organization’s security efforts

 Assigns responsibilities for various areas of 
information security

 Guides development, implementation, and 
management requirements of information 
security program
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EISP Elements

 EISP documents should provide :

– An overview of corporate philosophy on 
security

– Information about information security 
organization and information security roles

– Responsibilities for security shared by all 
members of the organization

– Responsibilities for security unique to each 
role within the organization
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Components of the EISP

 Statement of Purpose: 
– What the policy is for

 Information Technology Security Elements: 
– Defines information security

 Need for Information Technology Security: 
– justifies importance of information security in the 

organization

 Information Security Responsibilities and Roles: 
– Defines organizational structure

 References Information Technology standards 
and guidelines
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EISP: Example

 Protection Of Information:

– Information must be protected in a manner 
commensurate with its sensitivity, value, and criticality

 Use Of Information:

– Company X information must be used only for business 
purposes expressly authorized by management

 Information Handling, Access, And Usage:

– Information is a vital asset and all accesses to, uses of, 
and processing of Company X information must be 
consistent with policies and standards
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EISP: Example

 Data And Program Damage Disclaimers:

 Legal Conflicts

 Exceptions To Policies

 Policy Non-Enforcement

 Violation Of Law

 Revocation Of Access Privileges

 Industry-Specific Information Security Standards

 Use Of Information Security Policies And 
Procedures

 Security Controls Enforceability
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Issue-Specific Security Policy 
(ISSP)

 ISSP provides detailed, targeted guidance to 
instruct all members of the organization in the 
use of technology based systems.

 An effective ISSP:

– Articulates the organization’s expectations about how 
the technology-based system in question should be 
used

– Documents how the technology-based system is 
controlled and identifies the processes and authorities 
that provide this control

– Serves to indemnify the organization against liability 
for an employee’s inappropriate or illegal system use
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Issue-Specific Security Policy 
(ISSP)

 Every organization’s ISSP should:

– Address specific technology-based systems

– Require frequent updates

– Contain an issue statement on the organization’s position on an 
issue

 ISSP topics could include:

– E-mail use, 

– Internet and World Wide Web use, 

– Specific minimum configurations of computers to defend against 
worms and viruses, 

– Prohibitions against hacking or testing organization security 
controls,

– Etc.
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Typical ISSP Components

 Statement of Purpose 
– Scope and Applicability

– Definition of Technology Addressed

– Responsibilities

 Authorized Access and Usage of Equipment
– User Access

– Fair and Responsible Use

– Protection of Privacy

 Prohibited Usage of Equipment
– Disruptive Use or Misuse

– Criminal Use

– Offensive or Harassing Materials

– Copyrighted, Licensed or other Intellectual Property

– Other Restrictions
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Components of the ISSP 
(Continued)

 Systems Management
– Management of Stored Materials

– Employer Monitoring

– Virus Protection 

– Physical Security

– Encryption

 Violations of Policy
– Procedures for Reporting Violations

– Penalties for Violations

 Policy Review and Modification
– Scheduled Review of Policy and Procedures for Modification

 Limitations of Liability
– Statements of Liability or Disclaimers
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Systems-Specific Policy (SysSP)

 Systems-Specific Policies (SysSPs) frequently do 
not look like other types of policy

 They may often be created to function as 

– standards or procedures to be used when configuring 
or maintaining systems

 SysSPs can be separated into:

– Management guidance

– Technical specifications



5. Security Management Models And 
Practices
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Introduction

 To create or maintain a secure environment

1. Design working security plan

2. Implement management model to execute 
and maintain the plan

– May have steps:

 begin with creation or validation of security 
framework, 

 followed by an information security blueprint
describing existing controls and identifying 
other necessary security controls
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Introduction (Continued)

 Framework: 

– outline of the more thorough blueprint,

– Blueprint

basis for the design, selection, and 
implementation of all subsequent security 
controls

 Most organizations draw from established 
security models and practices to develop a 
blueprint or methodology
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Security Management Models

 A security model is a generic blueprint offered 
by a service organization. 

 One way to create the blueprint is to look at what 
other organizations have done (benchmarking). 

 One way to select a methodology is to adapt or 
adopt an existing security management model
or set of practices.
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BS 7799

 One of the most widely referenced and often 
discussed security models 
– Information Technology – Code of Practice for 

Information Security Management, 

– originally published as British Standard BS 7799

 The purpose of ISO/IEC 17799
– give recommendations for information security 

management for use by those who are responsible for 
initiating, implementing or maintaining security in their 
organization
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BS 7799 (Continued)

 Intended to provide

– a common basis for developing organizational 
security standards,

– effective security management practice, and 

– confidence in inter-organizational dealings

 Volume 2

– provides information on how to implement 
Volume 1 (17799) and 

– how to set up an Information Security 
Management Structure (ISMS)
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The Ten Sections Of ISO/IEC 
17799

1. Organizational Security Policy

2. Organizational Security Infrastructure objectives 

3. Asset Classification and Control

4. Personnel Security objectives

5. Physical and Environmental Security objectives 

6. Communications and Operations Management 
objectives

7. System Access Control objectives

8. System Development and Maintenance objectives

9. Business Continuity Planning 

10. Compliance objectives
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Plan-Do-
Check-Act
of BS7799:2
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NIST Security Models

 NIST documents have two notable advantages:

– Publicly available at no charge

– Have been broadly reviewed by government and 
industry professionals

 SP 800-12, Computer Security Handbook

 SP 800-14, Generally Accepted Security Principles 
& Practices

 SP 800-18, Guide for Developing Security Plans

 SP 800-26, Security Self-Assessment Guide-IT 
Systems

 SP 800-30, Risk Management for Information 
Technology Systems
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Security Management Practices

 In information security, two categories of 
benchmarks are used

– Standards of due care/due diligence

– Best practices

 Best practices include a sub-category of 
practices—

1. called the gold standard

2. that are generally regarded as ―the best of 
the best‖ 
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Standards of Due Care/ 
Diligence

 When organizations adopt minimum levels of 
security for a legal defense, they may need to 
show that they have done what any prudent 
organization would do in similar circumstances

– Known as a standard of due care

 Implementing controls at this minimum 
standard, and maintaining them, demonstrates 
that an organization has performed due 
diligence
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Best Security Practices

 Security efforts that seek to provide a superior 
level of performance in the protection of 
information are referred to as

– Best business practices or simply best 
practices

– Some organizations call them recommended 
practices

 Security efforts that are among the best in the 
industry are referred to as best security 
practices
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Best Security Practices 
(Continued)

 These practices balance the need for information 
access with the need for adequate protection

– Best practices seek to provide as much 
security as possible for information and 
information systems while demonstrating fiscal 
responsibility and ensuring information access 

 Companies with best practices may not be the 
best in every area

– They may only have established an extremely 
high quality or successful security effort in one 
area
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Selecting Best Practices

 Choosing which recommended practices to 
implement can pose a challenge for some 
organizations

– In industries that are regulated by 
governmental agencies, government 
guidelines are often requirements

– For other organizations, government 
guidelines are excellent sources of information 
and can inform their selection of best 
practices
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Selecting Best Practices 
(Continued)

 When considering best practices for your organization, 
consider the following:

– Does your organization resemble the identified target 
organization of the best practice?

– Are you in a similar industry as the target?

– Do you face similar challenges as the target?

– Is your organizational structure similar to the target? 

– Are the resources you can expend similar to those 
called for by the best practice? 

– Are you in a similar threat environment as the one 
assumed by the best practice?   
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Best Practices

 Microsoft has published a set of best practices in 
security at its Web site:

– Use antivirus software

– Use strong passwords

– Verify your software security settings

– Update product security 

– Build personal firewalls

– Back up early and often

– Protect against power surges and loss



6. Risk Management
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Introduction

 Information security departments are 
created primarily to manage IT risk

 Managing risk is one of the key 
responsibilities of every manager within the 
organization

 Risk management processes:

1. Risk identification and assessment 

2. Risk control



97

Knowing Our Environment

 Identify, Examine and Understand 

– information and how it is processed, stored, 
and transmitted

 Initiate an in-depth risk management program

 Risk management is a process which means 

– safeguards and controls that are devised and 
implemented are not install-and-forget devices
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Knowing the Enemy

 Identify, examine, and understand

– the threats

 Managers must identify threats that pose 
risks to the organization and the security of 
its information assets

 Risk management is the process of:

– Assessing the risks to an organization’s 
information,  and

– Determining how those risks can be 
controlled or mitigated
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Risk Management

―The process concerned with identification, 
measurement, control and minimization of security risks 
in information systems to a level commensurate with the 
value of the assets protected‖ (NIST)

Implement Risk

Management

Actions

Re-evaluate

the Risks

Identify

the 

Risk Areas

Assess the 

Risks

Develop Risk

Management

Plan

Risk 

Management

Cycle Risk Assessment

Risk Control (Mitigation)
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Risk Identification 
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Risk Identification

 Risk identification 

– begins with the process of self-examination

 Managers 

– identify the organization’s information assets, 

– classify them into useful groups, and 

– prioritize them by their overall importance
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Assessing Values for 
Information Assets

 Assign a relative value 

– to ensure that the most valuable information assets 
are given the highest priority, for example:

Which is the most critical to the success of the 
organization?

Which generates the most revenue? 

Which generates the highest profitability? 

Which is the most expensive to replace? 

Which is the most expensive to protect? 

Whose loss or compromise would be the most 
embarrassing or cause the greatest liability?

 Final step in the RI process is to list the assets in order of 
importance

– Can use a weighted factor analysis worksheet
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Identify And Prioritize 
Threats and Threat Agents

 Each threat presents a unique challenge

– Must be handled with specific controls that 
directly address particular threat and threat 
agent’s attack strategy

 Threat assessment

– each threat must be examined to determine its 
potential to affect targeted information asset 
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Vulnerability Assessment

 Steps revisited

– Identify the information assets of the organization and 

– Document some threat assessment criteria, 

– Begin to review every information asset for each threat

 Leads to creation of list of vulnerabilities that remain 
potential risks to organization

 Vulnerabilities 

– specific avenues that threat agents can exploit to attack 
an information asset

 At the end of the risk identification process, 

– a list of assets and their vulnerabilities has been 
developed
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Risk Assessment

Risk is

The likelihood of the occurrence of a vulnerability

Multiplied by

The value of the information asset

Minus

The percentage of risk mitigated by current controls

Plus

The uncertainty of current knowledge of the vulnerability
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Likelihood

 Likelihood 
– of the threat occurring is the estimation of the 

probability that a threat will succeed in achieving an 
undesirable event 

– is the overall rating - often a numerical value on a 
defined scale (such as 0.1 – 1.0) - of the probability 
that a specific vulnerability will be exploited

 Using the information documented during the risk 
identification process, 
– assign weighted scores based on the value of each 

information asset, i.e. 1-100, low-med-high, etc
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Assessing Potential Loss

 To be effective, the likelihood values must be assigned by 
asking:

– Which threats present a danger to this organization’s 
assets in the given environment?

– Which threats represent the most danger to the 
organization’s information?

– How much would it cost to recover from a successful 
attack?

– Which threats would require the greatest expenditure 
to prevent?

– Which of the aforementioned questions is the most 
important to the protection of information from threats 
within this organization?
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Mitigated Risk / Uncertainty

 If it is partially controlled,

– Estimate what percentage of the vulnerability 
has been controlled

 Uncertainty

– is an estimate made by the manager using 
judgment and experience

– It is not possible to know everything about 
every vulnerability

– The degree to which a current control can 
reduce risk is also subject to estimation error
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Risk Determination Example

 Asset A has a value of 50 and has vulnerability #1, 

– likelihood of 1.0 with no current controls

– assumptions and data are 90% accurate

 Asset B has a value of 100 and has two vulnerabilities

– Vulnerability #2 

 likelihood of 0.5 with a current control that 
addresses 50% of its risk

– Vulnerability # 3 

 likelihood of 0.1 with no current controls

– assumptions and data are 80% accurate
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Risk Determination Example

 Resulting ranked list of risk ratings for the three 
vulnerabilities is as follows:

– Asset A: Vulnerability 1 rated as 55 = 

 (50 × 1.0) – 0% + 10%

– Asset B: Vulnerability 2 rated as 35 = 

 (100 × 0.5) – 50% + 20%

– Asset B: Vulnerability 3 rated as 12 = 

 (100 × 0.1) – 0 % + 20%
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Identify Possible Controls

 For each threat and its associated vulnerabilities 
that have residual risk, create a preliminary list of 
control ideas

 Three general categories of controls exist:

– Policies

– Programs

– Technical controls
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Documenting the Results 
of Risk Assessment

 The goal of the risk management process:
– Identify information assets and their vulnerabilities 

– Rank them according to the need for protection

 In preparing this list, collect
– wealth of factual information about the assets and the 

threats they face

– information about the controls that are already in place

 The final summarized document is the ranked 
vulnerability risk worksheet
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Risk Control Strategies

 Choose basic control risks strategy : 

– Avoidance:

 applying safeguards that eliminate or reduce the 
remaining uncontrolled risks for the vulnerability 

– Transference:

 shifting the risk to other areas or to outside entities 

– Mitigation:

 reducing the impact should the vulnerability be 
exploited

– Acceptance:

 understanding the consequences and accept the 
risk without control or mitigation
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Risk Handling Action Points
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The Risk Control Cycle
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Documenting Results

 When risk management program has been 
completed, 

– Series of proposed controls are prepared

– Each justified by one or more feasibility or 
rationalization approaches

 At minimum, each information asset-threat pair 
should have a documented control strategy that 

– Clearly identifies any residual risk remaining 
after the proposed strategy has been executed
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Documenting Results

 Some organizations document 

– outcome of control strategy for each 
information asset-threat pair in an action plan 

 Includes:

– Concrete tasks, each with accountability 
assigned to an organizational unit or to an 
individual
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7. Legal & Ethical Issues
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